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Prerequisites:

e ESET PROTECT installed
e Microsoft Sentinel

e A Linux server

Deploy ESET PROTECT integration to
Microsoft Sentinel

1. Navigate to Microsoft Sentinel > Content Hub
2. Search for ESET PROTECT
3. Select the ESET PROTECT integration by Cyber Defense Group B.V.

4. Click on “install”
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Status:All  Contenttype:All  Support:All  Provider:All  Category:All
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5. Click “create” in the next window:
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Content hub (Preview) >

ESET PROTECT integration for Azure Sentinel = X

Cyber Defense Group B..

ESET PROTECT integration for Azure Sentinel © o raortes

Cyber Defense Group 8. | Azure Application

Plan

ESET PROTECT for Azure Sentinel

Overview  Plans  Usage Information + Support  Ratings + Reviews

Offered under Microsoft Standard Contract.
This connector gathers all events generated by ESET software through the central management solution ESET PROTECT (formerly ESET Security Manzgement Center). This
includes Anti-Virus detections, Firewall detections but also more advanced EDR detections. For a complete list of events please refer to [the documentation]
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More products from Cyber Defense Group B..
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ESET Inspect integration for
Microsoft Sentinel

Cyber Defense Group B.V.

Azure Applcation

Ingest 3l securty alerts fom the
ESET Inspect patform into Microsoft
Sentine

Price varies

Create v/ <@

6. Select the appropriate Log Analytics workspace to deploy the integration to and click
“review + create”
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Content hub (Preview) > ESET PROTECT integration for Azure Sentinel >

Create ESET PROTECT integration for Azure Sentinel - X

Basics DataConnectors  Workbooks ~ Analytics  Review + create

(es

Important: This Azure Sentinel Solution is currently in public preview This feature i provided without a service level
its not for production workloads. C might not be supported or might have
constrained capabiltis, For more information, see Supplemental Terms of Use for Microsoft Azure Previews,

Note: There may be kriown issues pertaining to this Solution, please refer to them before installing.

This connector gathers all events generated by ESET software through the central management solution ESET PROTECT
(formerly ESET Security Management Centen). This includes Anti-Virus detections, Firewal detections but also more
advanced EDR detections. For 2 complete list of events please refer to the documentation.

Aaure Sentinel Solutions provide a consolidated way to acquire Azure Sentinel content like data connectors, workbooks,
analytics, and automati P asingle

Data Connectors: 1, Parsers: 1, Workbooks: 1, Analytic Rules: 2

Lear more about Azure Sentinel | Leam more about Solutions

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources o

Subscription* @ [ Pay-as-vou-Go V]

Resource group* @ [ test-sentinetrg M
Create new

Instance details

Workspace * @ test-sentinel-la ~

7. After the validation has passed, click “create” to start the deployment.
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Content hub (Preview) > ESET PROTECT integration for Azure Sentinel >

Create ESET PROTECT integration for Azure Sentinel - X

vaidatonosed [fR]
Basics  Data Connectors  Workbooks  Analytics  Review + create

PRODUCT DETAILS.

ESET PROTECT integration for Azure
Sentinel

by Cyber Defense Group ..

Microsoft Enterprise Contract | rivacy
policy

TERMS

8y clicking "Create,  (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above: (b) authorize Microsoft to bl my current d for the f ith

with the same billing frequency as my Azure subscription: and (c) agres that Microsoft may share my contact, usage
and transactional information with the providers) of the offering(s) for support, billing and other transzctional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional
details.

Name

Preferred e-mail address

Preferred phone number

Basics
Subscription Pay-As-You-Go

Resource group test-sentinel-rg

Workspace test-sentinel-la

Workbooks N
Display Name ESETPROTECT

Nex Download a template for automation

< Previous

Configure ESET PROTECT to send events
to Microsoft Sentinel

Install OMS-Agent

1. After deploying the solution you can find the “ESET PROTECT (Preview) Data
Connector” in the Data connectors section:
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Home > Microsoft Sentinel

Microsoft Sentinel | Data connectors - X

L workspace: test-sentinel-la

£ search « (O Refresh A7 Guides & Feedback

General @ Al Data Connectors and addiional out-ofthe-bor (OOTE) content are now centrally avaiable n Content hub Stating Q2 2023 onlyin-use Data Comnectors will be avalable i this galley. Learn more about the QOTE cont X
@ overview

)

# Logs 127 =0 By Morecomentat

& News & guides Connectors. Connected Contenthub

5 search

eset protect Providers: All  DataTypes: All  Status: All ESET PROTECT (Preview)
Threat management
& incidents
Status  Connector name 1 Disconnected 3¢ eseT P
# Workbooks Provider Last Log Received
® ESET PROTECT (Preview) g
© Hunting
eseT Description
& Notebooks

This connector gathers all events generated by ESET
software through the central management solution ESET
PROTECT (formerly ESET Security Manzgement Center), This
includes Anti-Virus detections, Firewall detections but also
more advanced EDR detections. For a complete list of
events please refer to the documentation,

2 Entity behavior
O Threat nteligence

% MITRE ATTACK (Preview)

Content management Last data received

& Content hub (Preview) [N
Related content
@ Repositories (Preview)

o “9 40
@ Community Workbooks  Quedzs  Ansiytic rules templates
Configuration
o Data received Go to log analytics
-
& Anaitics 34
B wetchist i
% Automation
.
% Settings
o -
March 16 March 18 March 22
| ESETPROTECT
Data tvnes 4 bt

2. After opening the connector page, you will find the instructions to install the Log



Analytics agent, because Syslog is only collected by the Linux agent, you will have to
install the agent on a linux machine. (for example, the ESET PROTECT Server)
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Home

ESET PROTECT (Preview)

@ Delete
ESET PROTECT (Preview) Instructions  Next steps
Not connected 3 ESET -
Provider
Description
This connector gathers all events generated by ESET software through the Configuration
central management solution ESET PROTECT (formerly ESET Security
IYenagement Center) This Incudes At s detectons :;::“;ﬂ e ister This data connector depends on a parser based on a Kusto Function to work as expected. Follow these steps to create the Kusto Functions alias,
events please refer to the documentation. ESETPROTECT
Last data received -
= 1. Install and onboard the agent for Linux
Typically, you should install the agent on a different computer from the one on which the logs are generated.
Related content
@9 Syslog logs are collected only from Linux agents.
Workbooks  Queries  Analytics ules templates
Choose where to install the agent:

* Install agent on Azure Linux Virtual Machine
Data received Gotolog analytics

A Install agent on a non-Azure Linux Machine

Download the agent on the relevant machine and follow the instructions. &
Download & install agent for non-Azure Linux machines >
Marc 17 Ve 12 Maren2 2. Configure the logs to be collected
| Tos s Configure the facilities you want to collect and their severitis.

1. Under workspace advanced settings Configuration, select Data and then Syslog.
2.5elect Apply below configuration to my machines and select the facilities and severities. The default ESET PROTECT facility s user.
Data types 3. Click Save.
@ Syslog [ESETPROTECT) ~

Open your workspace agents configuration >

3. Configure ESET PROTECT
Configure ESET PROTECT to send all events thorugh Syslog.

1. Follow these instructions to configure syslog output. Make sure to select BSD as the format and TCP as the transport.

2. Follow these instructions to export alllogs to syslog. Select JSON as the output format.

3. Download & install the agent using the command provided:

Home > ESET PROTECT (Preview) >

® test-sentinel-la | Agents management -

Log Analytics workspace

Windows servers

® 0 Linux computers connected ® 0 Linux computers connected
via Azure Monitor Linux agent via Log Analytics Linux agent (legacy)
See them in Logs See them in Logs

Want to setup the new Azure Monitor agent? Go to ‘Data Collection Rules’

Data Collection Rules

A Log Analytics agent instructions

Download agent
Download an agent for your operating system, then install and configure it using the keys for your workspace ID.
You'll need the Workspace ID and Key to install the agent

Download Linux Agent e

Download and onboard agent for Linux

[‘woet i i T - 3]

Workspace ID o]

Primary key [ ][ Regenerate |
Secondary key [ . D[ Regenerate |

4. After installing the agent the Agents management overview should report that 1

Linux computer is connected:



Home > ESET PROTECT (Preview) >

"% Log Analytics workspace

%8 Windowsservers & Linux servers

® 0 Linux computers connected
via Azure Monitor Linux agent

See them in Logs

® test-sentinel-la | Agents management

@ 1 Linux computers connected
via Log Analytics Linux agent (legacy)

See them in Logs

Want to setup the new Azure Monitor agent? Go to 'Data Collection Rules’

Data Collection Rules

~ Log Analytics agent instructions

Configure OMS-Agent to collect syslog data

Open the Log Analytics workspace

navigate to “Legacy Agent Management” > Syslog
Click on “add facility”

select the facility name “user”

save the changes by clicking “apply”

Home > test-sentinel-la

7= test-sentinel-la | Legacy agents management

Log Analytics workspace

<

#% Windowsevent logs %@ Windows performance counters ) Linux performance counters & IS Logs

= Overview

Activity lo
vieg /N Tl e R e e s o A E e o e e e D s e
A Access control (AM) If you've already installed Azure Monitor Agent, make sure to create and assaciate data collection rules to the agents.
@ Tas
Collect Syslog data sources from supported facilities. Select the severity for each facility you want to collect.

£ Diagnose and solve problems Only messages w\t%&e\eded severities will be collected. Leam more

# Logs
= Tables

Emergency Alert Critical Error Warning Notice Info
& Agents

Facility name
4

@ Usage and estimated costs
£ Data export

> Network isolation

= Linked storage accounts
1! properties

A tocks

ssic

Legacy custom logs

Legacy activity log connector
BB Legacy storage account logs
B Legacy computer groups
# Legacy solutions

» system center

== Workspace summary
(deprecated)

3 Service map (deprecated)
K3 virtual machines (deprecated)

) Scope configurations

(deprecated)

Monitoring

Debug

mitchell. wesdijk@eset.nl
DEMOAZURE

6. Note: If you installed the OMS-agent on a different computer, you will need to do

some additional config because the OMS agent only listens on 127.0.0.1 by default.



change the bind adress in the following

file/etc/opt/microsoft/omsagent/conf/omsagent.d/syslog.conf

fetc/opt/microsoft/omsagent/conf/omsagent.d/syslog. conf

2. restart the agent

/opt/microsoft/omsagent/bin/service control restart

Configure ESET PROTECT to export syslog data to the OMS Agent.
. Login to ESET PROTECT

. Navigate to more > Admin > Settings

. Configure the syslog settings based on the screenshot below:



PROTECT

Settings

QType to search,

SYSLOG SERVER

Use Syslog server

Host 127.0.04
Port 25224 a
Format 85D ~
Transport uoe ~
Octet-counted framing a»

STATIC GROUPS

Automatically pair found computers

REPOSITORY

Server AUTOSELECT

PRODUCT IMPROVEMENT PROGRAM

Participate in product improvement program a»

LOGGING

Trace log verbosity Warning v

Export logs to Syslog e
Exported logs format JSON v
DATABASE CLEANUP

Clean Detection logs older than 6 Months v

Clean Management logs older than 1 Months v

Clean Audit logs older than 1 Years v

Clean Monitoring logs older than 1 Months v

1. All ESET PROTECT event data should now be sent to Sentinel, you can generate some

audit events by logging out and back in to ESET PROTECT for example. confirm that

the events reached Sentinel by running the following query:

Microsoft Azure P search resources, services, and docs (G+/)

Home > Microsoft Ser

tine

> Microsoft Sentinel

, . Microsoft Sentinel | Logs
E o

Selected

<

General

@ News & guides

£ search
Threat management

& incidents

@ workbooks

© Hunting

& Notebooks

7 Entity behavior

® Threat intelligence

*®  MITRE ATT&CK (Preview)
Content management

€3 Content hub (Previ

@ Repositories (Preview)

& Community

Configuration

Data connectors
& Analytics

B watchlist

5 Automation

% settings

X
#® New Query 1* QO Feedback Queries | @ [0 v
o test-sentinel-la Time range: Last 24 hours Save v |2 Share v Newalertrule ™ = Export v < Pinto v
5 1| esererotecT() P4
2
Results  Chart
O TimeGenerated [UTC] Computer EventTime [UTC] Facility HostName Severitylevel ProcessiD Hostlp EventProduct
(O v 323/2023,1037:34762..  protectlablocal  3/23/2023, 1037:34000AM  user protectlablocal  info 4 Unknown P ERAServel
Tenantid 0363217-235-4290-8Tbe-fcTbTeda18F
SourceSystem Linux

TimeGenerated [UTC]
MG

Computer
EventTime [UTC]
Facility

HostName
Severitylevel

ProcessiD

R} pUB BUBLPS

HostlP
EventProduct
Tyee
EventVendor
Eventype

DuclpAdir

2023-03-23T103737622
00000000-0000-0000-0000-000000000002
protectlablocal

2023-03-23T1037:342

protectlablocal

info

113

Unknown 1P

ERAServer

Syslog

Ea

Audit Event

1021682170

EventCreationTime [UTC]
EventSeverity

DvcHostname

Display time (UTC+00:00)

0s 578ms

2023-03-23T1037:342
Information

protectlablocal

Query details | 2-

304

2. Alternatively you can open the workbook that was created after deploying the



solution:

SRS S

Home > Microsoft Sentinel > Microsoft Sentinel

2 ‘ Microsoft Sentinel | Workbooks - X

Selected workspace: 'test-sentinel-la’

€O nefish -+ Addorkbook

General

u 142 A0 ﬁ More content at
@ Overview (Preview) Saved workbooks Templates Updates Content hub
# Logs

2

A ESETPROTECT - 03/23/2023 09:47
@ News & guides

My workbooks | Templates
5 search Connected
(2 search status
Threat management
Workbook name Content N Description
& Incidents o GUSCEEEIE ontentsource Customer defined workbook
Workbooks |I @ ESETPROTECT - 03/23/2023 09:47 Custom
© Hunting

& Notebooks
# Entity behavior
@ Threat intelligence

9 MITRE ATT&CK (Preview)
Content management

6 Content hub (Preview)
@ Repositories (Preview)

& Community

Configuration

Data connectors
& Anslytics

B watchiist

5 Automation

£ settings

View saved workbook




Home > Microsoft Sentinel > Microsoft Sentinel | Workbooks >

ESETPROTECT - 03/23/2023 09:47 =

testsentinel-Ia
£ &t 03 open O a 2% ©
ESET PROTECT

? Help D Auto refresh: Off

NOTE: This workbook depends on a parser based on Kusto Function to work as expected ESETPROTECT which is deployed with the Azure Sentinel Solution,

TimeRange: Last 3 days

Events Threats
» 1
%
08
»
as
i
as
i
02
3 3
1A
| Aui Evene Sum) | Thvest Evene (s I G o)
Top threats Top threats by type

I Threat Event Testfie
1

Tam

Most attacked hosts

I protectiab local

O

Most attacked users Top remote attackers

0

Latest threats

Most blocked sites

@ The query retumed no results,

P Search

TimeGenerated 4 HostName 4 SrcUserName®y ThreatCategory 1y ThreatName ™y ProcessfilePath 1y  EventResuit

3/23/2023, 12:11:46 PM1 protectlab.local root Test file Eicar Jusr/bin/cat Cleaned by deleting

Enable analytics rules to create
incidents from ESET detections

1. Navigate to Microsoft Sentinel > Configuration > Analytics
2. Select the 2 ESET analytic rules

3. Click “Enable”



Home > Microsoft Sentinel > Microsoft Sentinel

, A Microsoft Sentinel | Analytics - X

Selected workspace; 'test-sentinel-la’

€ et v O Refiesn L Analytcs workbooks

i Delete < Import 1= Export A&7 Guides & Feedback

General N

&1 By More conteneat Rules by severity LEARN MORE

Content hub About analytics rules (7
@ Overview (Preview) Active rules BHgh() B Medium 0 Low (@ 1 informationsl (0 out analytics rules
# L
ogs -

@ News & guides Activerules  Rule templates  Anomalies
S search

[0 search by D, name, tactic or technique ¥ Add filter
Threat management
& Incidents 2 [ severity Name Rule type Status Tactics Technique
o workbooks Website blocked b.. (9 Scheduled © Disabled Y ]
© Hunting Threats detected b, (1 Scheduled © Disabled $ execution
& notebooks Advanced Multista.. @ Fusion ) Enabled WMOE® g

# Entity behavior
© Threst intelligence

%0 MITRE ATT&CK (Preview)

Content management b
& coment b Greviens AR\
@ Repositories (Preview) <
@ Community 2 analytics rules selected

Configuration Select one of the action buttons from the top command bar

B watchlist

45 Automation

% settings

<Pprevious  Page of I Next>  Showing1to3 of3results.

4. Triggering threat detections will now create an incident:

Home > Microsoft Sentinel > Microsoft Sentinel

= Microsoft Sentine! | Incidents - X

>
Selected workspace: ‘test-sentinel-la"

€ 4 Create incident Preview) O Refresh  Lost24hours ~ 55 Actions [ Delete [ securityeffency vorkbook

Columns &7 Guides & Feedback

General N .
S s C Open incidents by severity
© overview (Preview) Open incidents New incidents. Active incidents NHigh @) Medium (0) Low (1) Informational (0)
# Logs e
- P == Threats detected by ESET
@ News & guices [P Search by 1D e, tags, ownerorproduct | £ | Severity: Al Status : 2 selected VMoe@ | Bl oot 4
S search
@) nutorefieshincidents Sunassigned Vv iNew N | low v
Threat Ouwner Status Severity
a0 [ severity *y. Incident ID *y Title 1ty Alerts Product names cre N
reots ceteten b " ! Description
O ww 1 Threats detected by.. 1 vicrosoftseninel 03| promar s cetected by E5T
@ Workbooks
N Alert prodiuct names
© Hunting * Microsoft Sentinel
& Notebooks
Evidence
# Entity behavior a1 o 1 Ao
Event: Alerts Bookmarks
® Threst intelligence vents e ookmarks
%0 MITRE ATT&CK (Preview)
Last update time Creation time.
Content management 03/23/23, 1247 PM 03/23/23, 12:17 M
& Content hub (Preview) Entities (3}
B protect
@ Repositories (Preview) B 192.168.2.170
B 3395856CE81
& Community View full details >
Configuration Tactics and techniques
v & Execution (0
& Data connectors & Execution (0)
é Anslytics Incident workbook
B wetchiist Incident Cerview
45 Automation Analytics rule
Threats detected by ESET
& settings
Togs
+
Incident link
< A Azure Sec.. D

I View full details



Home >

Incident
Incident ID 1

@) Refresh [l Delete incicent  [2] Tasks (Preview)

@ Switch to the new, improved incident page (currently in preview)

= Threats detected by ESET
Incident ID: 1

& Unassigned V3t New vl Low v 2 search Timeline content : All
Owner

Status Severity

Description Mar2s @  Threats detected by ESET
Escalates threats detected by ESET. 12:11 PM Low | Detected by Microsoft Sentinel | Tactics: % Execution

Alert product names
« Microsoft Sentinel

Evidence

A1 01

Events Alerts Bookmarks

Last update time Creation time
03/23/23,1217 PM 03/23/23,12:17 PM

Entites (3)

B protect

B 192168.2.170

B 3395856CEB1F287..
View full details >
Tactics and techniques

~ & Execution (0)

Incident workbook N
Incident Overview

Analytics rule
Threats detected by ESET

Tags
+

Incident link
[ ttps3//portal.azure.com/#asset/Microsoft_Azure Security_Insigh... B

Investigate

Timeline  Similar incidents (Preview)  Alerts  Bookmarks  Entities

(@ ) Tythe new experience

Severity : All Tactics : All

@ Threats detected by ESET
Description
Escalates threats detected by ESET.

Severity Status
Low i New

Events Product name
Link to LA Microsoft Sentinel

Entities (3)

B protect

B 1921682170

M 3395856CEB1F2873..

Tactics and techniques

~ & Execution (0)

System alert ID Rule name
1ddbeflos-8628-¢1c3-7b16- Threats detected by ESET
Last update tine Updates
03/23/23,12:17 PM 0®

End time
03/23/23,12:11 PM 03/23/23,12:11 PM
Alert link



