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ESET Endpoint Security firewall blocks Miracast
protocol
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Issue: Miracast protocol is blocked by ESET Endpoint Security firewall
Solution: Create the following allow rule in the Endpoint Firewall

General

Name: Allow Miracast on Surface HUB
Enables: yes

Direction: Both

Action: Allow

Protocol: TCP and UDP

Local
Application: C:\Windows\System32\WUDFHost.exe

| Add rule ? 00X

General Local Remote
MName Allow Miracast on Surface HUB
Enabled
Direction Both ¥
Action Allow v
Protocol TCP & UDP ¥
Profile Any profile v
Logging severity Mone v
Motify user x
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Add rule

General Local Remote
Port
IP
~
Zanes
Application Ch\windows\System32\WUDFHost.exe

Service (Windows Vista and higher)




