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1. export AD users to CSV using powershell:
Get-ADUser -Filter * -Properties * | Select-Object Name, Description, Mail,
MobilePhone, Office, title, department, sid | export-csv -path c:\allusers.csv

2. Import CSV in EPC:

1. More > Computer Users > IMPORT CSV...:

PROTECT cLoup

| | |
[ ] ] Add Users

g V.

Users

Conflict Resolution
Ask when conflicts are detected

il Computer Users

Parent Group

List of Users

USER NAME USER DESCRIPTION

2. Choose the CSV file created in step 1 and click on UPLOAD.


https://techcenter.eset.nl/en-US
https://techcenter.eset.nl/en-US/kb
https://techcenter.eset.nl/en-US/kb/eset-protect-cloud
https://techcenter.eset.nl/en-US/kb/articles/import-ad-users-to-be-used-for-device-web-control-policies
https://techcenter.eset.nl/en-US/kb/eset-protect-cloud

Import CSV

Upload " | Choose File | allusers.csv

Delimiter

Column mapping

3. Select the right delimiter. (Comma in this case):

Upload Delimiter
L. Select delimiters to divide data:
Delimiter
Comma hd
Column mapping
Other...

Data preview

"Mame","Description”,"Mail”,"MobilePhone","Office” "title","department”,"si
"Exchange Online-ApplicationAccount”,,,,,,"S-1-5-21-2041032692-

I} 3482396540-992522525-4120"
"SystemMailbox{bb558c35-97f1-4cb8-8ff7- -
d53741dco28c}”,,"SystemMailbox{bb558c35-9711-4ch3-8ff7-

4. Select “First line of CSV contains headings”, Columns should be automatically filled in correctly
now, if this is not the case correct them manually.



Import CSV

Upload

CSV headings )

Delimiter

I First line of CSV contains headings I

Column mapping

CSV column

TABLE COLUMN CSV COLUMN

USER NAME Name (Exchange Online-ApplicationAccount) b
USER DESCRIPTION Description () v
EMAIL ADDRESS Mail i
PHOME MobilePhone ) v
OFFICE Office v
JOB POSITION title () i
TEAM NAME department () v
SID sid (5-1-5-21-2041032692-3482396540-992522525-4120) i

Table preview

USER EMAIL J0B

USERNAME o -co orion apDREss  PHONE OFFICE PosTion  TEAM NAME SID
s-1-5-21-

Exchange 2041032692-

Online- 3482396540-

ApplicationA... 992522525-
4120
§-1-5-21-

SystemMailb... SystemMailb...

971-4cb9- 97f1-4cb9- 2041032682-
3482396540-

e effr- 992522525- -

d53741dc92... d53741dc92... =

5. Finish by clicking IMPORT.

3. You can now use these user objects

1. User list > Edit > Add

Edit rule

Name
Enabled
Type

Ai&ss rights

Apply during

URL Category

Use Group

Logging severity

User list

Untitled
-
5-1-5-21-2041032692-3482396540-992522525-1604 =~
Category-based Action v
Block V]
o) Always V]

when creating Web/Device Control policies:

Severity Time slots E

User or Group Security Identifiers

Social Networking

Use Group

Warning

2. Select SID from Cloud Administrator:



Add security identifier(SID)

Select SID from Cloud Administrator

Read more about 51D on MSDN “

3. Select the users you want to apply this rule on:
Please select item X

Only users with SID (Security Identifier) can be selected.

User Groups Users SHOW SUBGROUPS
- = USER NAME TAGS USER EMA PHO ASSI OFFIC o @
-~ [ All Groups user o :
[ AllowUse
Tomato 0
tomaat o
test21313 0
test_shared test s.. 0
test_room test r... o
test_equipment test e, 0

SystemMailbox(e0dc1c29-89c3-4034-b678-e6c2! Syste... 0
SystemMailbox{DOEAD9AD-AFIB-4720-92FE-AACE69] Syste.. o
SystemMailbox{bb358c35-971-4cb9-8ff7-d53741dct Syste... o
SystemMailbox(8cc370d3-822a-4ab8-3926-bb34bd0 Syste... 0
SystemMailbox{2CE34405-31BE-455D-89D7-ATCTDA Syste. a
SystemMailbox{1§052927-96fa-4801-83c4-70d64d30€ Syste. o
o
0
0

0 -
4 ITEMS SELECTED. D

4. SID’s will now be listed and you can save your rule.



Add security identifier(SID) ? 00X

8]
3
3
|
'
—+
]
]
[=1

5-1-5-21-2041032692-3482396540-992522525-112604
i 5-1-5-21-2041032692-3482396540-992522525-103602
5-1-5-21-20410326%92-3482396540-992522525-237101
5-1-5-21-2041032652-3482396540-992522525-357602

]

o

Select SID from Cloud Administrator

Read more about 51D on MSDN “

Note: It is not possible to import AD groups, but you can create “groups” (compareable to OU) in the
“Computers Users” overview for easier access. (do note that users can only be part of once of such groups)
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