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ESET Mail Security for Microsoft Exchange Server
version 11.0.10005.0 has been released

2024-04-03 - Steef | ESET Nederland - Comments (0) - Releases

ESET Mail Security for Microsoft Exchange Server version 11.0.10005.0 has been released and is available for
download.

Changelog
o NEW: Microsoft 365 On-demand scan refactored to use Graph API to prepare for EWS discontinuation
o NEW: Protection statistics reports now contain information about detected file types and file extensions
o NEW: Protection statistics reports can now be sent in .csv
o NEW: The administrator can now release quarantined mail only to selected mailboxes
o NEW: Homoglyphs are now being evaluated for phishing detection
o NEW: Mail notifications from rules can now be sent to original recipients
o NEW: Vulnerability & Patch Management support
e NEW: ESET PROTECT Hub Support
o NEW: In-product support state informing according to End of Life policy
o NEW: Extended generation of Automatic Exclusions with the use of arbitrary credentials
o NEW: ESET Shell can now export data to .csv
e IMPROVED: Rules now contain separate filters for .vsd and .vsdx
e IMPROVED: Various improvements on DKIM signing workflow design DKIM improvements
o IMPROVED: ESET Shell now supports the creation of scheduler tasks for protection statistics reports
e IMPROVED: Quarantine report can now be password-protected

e IMPROVED: Optimized loading of mailboxes and public folders for On-demand scan in environments
with large AD

e IMPROVED: IPs and URLs in quarantine reports are now obfuscated to avoid further detection

o IMPROVED: Document-reference headers checked by anti-phishing protection
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o IMPROVED: ESET Cluster wizard now informs about the result of product activation on individual nodes

o IMPROVED: Imported configuration from cluster node (within synchronization) will have the cluster as
the source in the audit log

o CHANGED: Documents are now sent for analysis by default after enabling ESET LiveGuard Advanced

o CHANGED: The cluster menu option has been moved from “Tools” to the “Setup/Server” section

e FIXED: A problem with DKIM signing due to case-sensitive comparison of domains

e FIXED: A problem where an expired session of web quarantine returned error 403 instead of the login
screen

e FIXED: Support for the new structure of Antispam, antispam lists in ESET Shell

e FIXED: A problem where a status message “Updates are available” could not be dismissed

e FIXED: A problem where the execution of signed batch file through ESET Shell was not working
properly

o REMOVED: Support of Microsoft Windows Server 2012-based operating systems

Known issues:

e Vulnerability scans cannot currently list vulnerabilities for the Windows Server Operating systems.

Support resources

ESET provides support through a fully localized app and Online Help (user guides), online Knowledgebase, and
applicable to your region, chat, email or phone support.

e What is new in ESET Mail Security for Microsoft Exchange Server

o Key features for ESET Mail Security for Microsoft Exchange Server

e ESET Mail Security for Microsoft Exchange Server Online Help (user guide) contains comprehensive

reference information for system settings, configurations, installation scenarios and more.

For other questions, such as troubleshooting, FAQ and video tutorial, search the ESET Knowledgebase.

Please note that this release affects the support statuses of these formerly released versions:

Version Current Status Full Support Limited Support

10.0 Full Support Until April 30, 2025 Until April 30, 2027
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