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ESET Mail Security for Microsoft Exchange Server version 11.1.10008.0 has been released
and is available for download.

Release details:

Release date: 26th of November 2024

Product: ESET Mail Security for Microsoft Exchange Server - 11.1.10008.0

Type: Feature update

Availability: Global excl. Japan

Schedule for automatic updates:

Phase one: 50% throttling, starts on the 10th of December 2024

Phase two: 100% throttling, starts on the 17th of December 2024

Changelog

NEW: Mail quarantine integration with ESET PROTECT On-Prem.

NEW: Quarantine reports can now be set up for administrators outside of the domain.

NEW: Support for On-demand Vulnerability scan for Vulnerability and Patch
Management.

NEW: Vulnerability and Patch Management logging capability both locally and
reporting to ESET.

NEW: Authenticated received chain verification support.

NEW: New macros available to use with rule “Send mail notification”.

NEW: RDP Access restriction feature.

IMPROVED: Modification of body of Base64 encoded emails.

IMPROVED: Brute force attack protection was extended to cover MS SQL and MySQL
protocols.

IMPROVED: Various Override mode modifications for better security and user
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experience.

IMPROVED: Support for URL analysis in document-reference headers.

IMPROVED: Macros available for rules are now more unified and with better
explanation.

IMPROVED: Performance improvements of agent priority setting both in GUI and
ESET Shell.

IMPROVED: Local mailbox counting in domains with multiple sub-domains.

CHANGED: ESET Mail Security now uses the Replay directory instead of Pickup
directory on the Exchange Server to send internal notifications and reports.

CHANGED: Emails sent to journaling mailboxes will not be quarantined.

CHANGED: “Report a phishing site” was moved to setup/server for improved
usability.

FIXED: Incorrect display of sender’s IP address in SMTP protection logs.

FIXED: Modification of subject of phishing messages now works when detected
during the on-demand scan.

Please note, this feature update has impact on the support level status of previously
released versions:

Support resources
ESET provides support through a fully localized app and Online Help (user guides), online
Knowledgebase, and applicable to your region, chat, email or phone support.

What is new in ESET Mail Security for Microsoft Exchange Server

Key features for ESET Mail Security for Microsoft Exchange Server

ESET Mail Security for Microsoft Exchange Server Online Help (user guide) contains
comprehensive reference information for system settings, configurations, installation
scenarios and more.

For other questions, such as troubleshooting, FAQ and video tutorial, search the ESET
Knowledgebase.
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