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2024-02-15 - Steef | ESET Nederland - Comments (0) - Servicing release

Release date: February 14, 2024
We would like to inform you that we have released servicing updates for all supported
versions of ESET Server Security products.

These new versions contain a fix for a vulnerability tracked under CVE-2024-0353.

Released Products
The following table lists the released versions of ESET Server Security products and their
latest versions:

Product Versions

ESET Server Security for Microsoft Windows Server  7.3.12013.0
8.0.12016.0
9.0.12019.0
10.0.12015.2

ESET Mail Security for Microsoft Exchange Server 7.3.10018.0
8.0.10024.0
9.0.10012.0
10.0.10018.1

ESET Security for Microsoft SharePoint Server 7.3.15006.0
8.0.15012.0
9.0.15006.0
10.0.15005.1

ESET Mail Security for IBM Domino 7.3.14006.0
8.0.14014.0
9.0.14008.0
10.0.14007.1

Changelogs

ESET Server Security for Microsoft Windows Server
Version 10.0.12015.2

e Improved: More information on why a file was not scanned (for example, password-
protected) in OneDrive scan logs

¢ Improved: OneDrive registration error window has the text aligned and selectable
now

e Improved: ESET Cluster wizard now shows the result of product activation on
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individual nodes

Fixed: A problem where the product ignored new features that came with upgrade
through automatic updates

Fixed: A problem where folders containing Japanese signs were handled incorrectly in
scheduled On-demand scan

Fixed: A problem where incorrect language was set while deploying via GPO

Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 9.0.12019.0

Improved: More information on why a file was not scanned (for example, password-
protected) in OneDrive scan logs

Fixed: A problem where the product ignored new features that came with upgrade
through automatic updates

Fixed: A problem where incorrect language was set while deploying via GPO

Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 8.0.12016.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 7.3.12013.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

ESET Mail Security for Microsoft Exchange Server
Version 10.0.10018.1

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 9.0.10012.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 8.0.10024.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 7.3.10018.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]



ESET Security for Microsoft SharePoint Server
Version 10.0.15005.1

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 9.0.15006.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 8.0.15012.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 7.3.15006.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

ESET Mail Security for IBM Domino
Version 10.0.14007.1

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 9.0.14008.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 8.0.14014.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Version 7.3.14006.0

e Fixed: Security vulnerability CVE-2024-0353 [CVSS 7.8]

Support Resources
ESET provides support through a fully localized app and Online Help (user guides), online
Knowledgebase, and applicable to your region, chat, email, or phone support.

e ESET Server Security for Microsoft Windows Server

e ESET Mail Security for Microsoft Exchange Server

e ESET Security for Microsoft SharePoint Server

e ESET Mail Security for IBM Domino



https://help.eset.com/efsw/latest/en-US/
https://help.eset.com/emsx/latest/en-US/
https://help.eset.com/eshp/latest/en-US/
https://help.eset.com/emsl/latest/en-US/

For other questions, such as troubleshooting, FAQ, and video tutorial video, search the ESET
Knowledgebase.
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