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Feature summary:
Support for Vulnerability & Patch management v1.2

Patch maintenance window, on-demand vulnerability and patch scan, local log.

Support state messaging and visualization in endpoint UI

Second stage of Endpoint UI modifications for displaying important support-stage, end-of-
life status, operating system support, and related informative updates, with act-on choices
or direct KB article links.

Layout changes of ESET LiveGuard settings

Additional layout changes of ESET LiveGuard configuration section to improve settings
readability and privacy context.

Redesigned use-case characteristics of Override mode

Redesign of Override mode based on user feedback, simplifying access and enhancing
usability.

RDP Access Restriction

Additional hardening against attacks from multiple IP-addresses or botnets in combination
with weak password policy for the Brute-force attack protection in ESET Endpoint Antivirus,
where firewall is not part of the solution.

Changelog:

New: Support for On-demand Vulnerability scan for Vulnerability and Patch
Management

New: Vulnerability and Patch Management scheduler advanced options to enforce
patching of missing patches automatically

New: Vulnerability and Patch Management logging capability both locally and
reporting to ESET Protect console
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Fixed: Security vulnerability CVE-2024-3779 [expected CVSS 6.1] - reported
externally under responsible disclosure policy

Fixed: Persistent AMSI registration

Improved: Override mode not asking for Advanced setup password when enabling

Improved: Possibility to set weather locally changed settings during Override mode
are reverted after ending it

Improved: Start/End of Override mode possibilities added to Setup page and tray
icon context menu

Improved: Device control distinguishes between camera and scanner by icon in
Populate devices


