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Release ESET Secure Authentication 2.8.20
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We're happy to announce that our latest ESET Secure Authentication build is available.

Product: ESET Secure Authentication

Build number:

Server app build 2.8.20.0

i0S, Android: 2.50.21.0

Release date: Thursday, March 28th, 2019, 3PM CET

Changelog:

* CHANGE: Integration with ESET s core licensing model. See product documentation for more details.
* CHANGE: Product activation. See product documentation for more details.

* CHANGE: Default SMS offering changed. See product documentation for more details.

¢ CHANGE: SMS for user provisioning, included in the bundle, are limited only for user provisioning purposes
* ADDED: New options on how to activate the product.

* ADDED: Support for self enrollment of users

* ADDED: Reporting

* ADDED: FIDO support

* ADDED: Whitelisting per feature

* ADDED: Support for Time Based tokens (TOTP) in ESA mobile apps (Android, iOS)

* ADDED: QR code scanning (support for self-enrollment) in iOS and Android Mobile app

* ADDED: Support for 3rd party tokens (HOTP/TOTP)

* ADDED: Support for 3rd party tokens (HOTP/TOTP)

* ADDED: RADIUS Ipv6 support

* ADDED: Ability to change the service account name

* IMPROVED: Several web console improvements focused on performance, security and usability

* IMPROVED: Possibility to edit mobile phone number in AD mode directly from web console

* IMPROVED: Improved support for Active Directory Sites and Services

* IMPROVED: Hardware tokens setting is enabled automatically by default

« IMPROVED: OU management

* IMPROVED: Number of Offline local logins configurable
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* IMPROVED: Various console improvements focused on performance, security, Usability and bug fixes
* IMPROVED: Push Authentication behavior in connection with Cisco VPN

* CHANGE: MSI GUI discontinued

* ADDED: Dynamic [P pre-requisite

* ADDED: Support for Windows Server 2019

* ADDED: Support for Windows Server 2019 Essentials

* ADDED: Support for Windows 10 (incl. Redstone 5)

* ADDED: Support for Microsoft Exchange 2019

* ADDED: Support for Microsoft SharePoint 2019

* ADDED: Microsoft Remote Desktop Web Access +Windows Server 2019

* ADDED: Microsoft Remote Web Access +Windows Server 2019 Essentials

¢ CHANGE: Minimum support version for Android OS is now version 4.1 up to version 9

¢ CHANGE: Minimum support version for iOS is now version 9 up to 12

* CHANGE: Compatibility update (see product documentation for more information)

* FIXED: Hard tokens import - counter decryption issues

* FIXED: Multiple cores sometimes causing issues with push authentication

« FIXED: Hard tokens can have problems with large dates,

* FIXED: Standalone mode - Upgrade using MSI fails

» FIXED: locking in RDP session shows empty screen on Win 2019 and new Win 10 P

» FIXED: Hard tokens de-synchronization issue

 FIXED: enrollment issues on iOS (2 clicks to SMS)

* FIXED: RADIUS - specific realm does not send realm name in push

* FIXED: Installation failing with error "The password does not meet the password policy requirements."
¢ FIXED: MMC - error on opening when more RDP/Windows login components registered

* FIXED: Web Console - Domain authentication does not work from another computer using hostname or FQDN

» FIXED: ADDLOCAL check too strict when upgrading

* FIXED: Web console - hard tokens - network request failed with hard token without date imported in 2.6
« FIXED: Inconsistent server state for Web Console and MMC for multiple ESA Core servers

* FIXED: Mounting SharePoint folders (Map Network Drive) does not work when current user has 2FA

* FIXED: iOS app layout issues

* FIXED: YubiKey HW token as keyboard - support another keyboard layouts

* FIXED: Various other bug fixes

Download: https://www.eset.com/nl/zakelijk/endpoint-security/tweefactorauthenticatie/download/
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